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State

Alaska

Ailzo n a

Arka nsas

Ca lifo rn ra

Colorado

Con necticu t

Delawa re

Districr of
Columbia

Florid a

Georgia

Hawaii

Ida ho

I llino is

Indiana

Iowa

Kansas

Kentucky

Louisiana

Nla i ne

[4a rvia rt]

Llassachusetts

M ichlga rl

ll iil n eso ta

Hospital and/or physician
owns medical record

Hospital and/or physician
owns nredical record

No law identified conferring
specific ouJnership or property
right to medical record

No las/ identified conferring
specific ownership or proPerty
right to medical record

No law ldentified conferring
specific ownership or property
right to medical record

Hospital and/ot physician
owns rnedical record

No lau/ identified conferring
specific ownership cr ProPerty
right to medical record

Hosp'tal and/or physician
owns medical record

No law identified conferring
specific o\//nership or property
rig,ht to medical record

Hospital and/or physician
owns rnedical record

lJo lasr identified conferring
specifir:Ovlnership 0r [) .PcrtY
f ight l{) medraai rect)rd

llospital .'r nrl/{lr pityt5161311

0wIs neLlir:al record

No larr'r identifieti conf€rring
specrfrc orrnershil) oI proPefLV

I igfrl tr rfeiiical reior{l

No lar!x i(Jentified conferrrrl;i
specific ovrnership or ProPerIY
rigfrt li) medicai recof d

N0 la/r ideniified c0nferrinlL
s[recil]c o\i /nefship or propefty
right to rnedical recorLi

Medical Record OwnershiP Detaits
Laws

Hospital and/or physiclan
owns medical record

No law identified conFerring
specific ownershlp or property
right to nredical record

No law identified conferring
specific ownership or property
right to medical record

Hospita I a nd/o r p hysrcia n qa!. e ode .Begs. tit Z?-3,1015i; Med ica I record s a re the p roperly of th e hosp ita I

owns medical re(1ord

No lairy identified conferring
specific ownership or proPerty
right to medical recotd

No law identified conferrtng
specific ownership or proPerty
right to medical record

No la\^/ identified conferring
specific ownership or property
right to medical record

No law rdentified conferring
specific ownership or pr0PertY
right to medical record

lla..-stat. S,456-057,:.Defines "records owner" as any health care practitloner who gefer ates a

mecjical record after treating patient, any health care practitioner fo whom records are

transferred by a previous owner, or any health care practitioner's employer'

F.la. stat .S 456,-551: lh€ medical record, including X-ray film, is the property of the hospilal and

is maintained for the benefit of the patient, the medical staff and the hospital.

Ga. Code Ann. 5 31-33.3: All records are owned by and are property of provider'

I!]d. CqdeAnn, I -1.6:39-5-3,:.Ihe original health record of the patienl is the property of the
provrd er.

K,alsas Adlnin. neg15 2&34:1a Medical records shall be the property of the hospital

La. Rev. Stat. Ann. s 40:1299.96: Patient medlcal records nraintained in a provider's offi.€ are

the orooerlv and business records of the health care provider.

Md.CodeRegs.10.01.16.04: N4edicalrecordsaretilepersi)rrdlIi'rpFrr/lrftltPr'-ir rr '\rlr
ire;li.il cirre

http://www.healthinfolaw.org/comparative-analysis/who-owns-medical-records-50-state-. .. lIll612015



Who Owns Medical Records: 50 State Comparison I Health Information & the Law Page 3 of4

State

M ississi p pl

M issou ri

l\4ontana

Nelr raska

Nevada

New Hampshire

New Jersey

New l\4exico

New York

North Carolina

North Dakota

Ohio

Okla honra

Oregon

Pen nsylva n ta

Rhode Island

Medical Record OwnershiP
Laws

Hospital andlor PhYSician
o$ins nredical record

Hospital and/or physician
owns medicalrecord

No law identified conferring
specific ownership or Property
right to medical record

No law identified conferring
specific ournership or Property
right to medical re(ord

No law identified conferring
specific ownership or ProPerty
right to medical record

Patient owns information in
medical record

No law identified conferring
specific ownership or proPerty
right to medical record

Hospital and/or physician
owns medicalrecord

No law identified conferring
specific ownership or proPerty
right to medicai record

Hospital andior physician
owns medicalrecord

No la\r'/ identified conferring
specific ownershiP or ProPerty
right to medical record

No law identified conferring
specific o\//nershap or ProPerty
right to medical record

No law idenlified conferring
specific ownershiP or ProPerty
right to medical record

Hospital and/or physician
owns medicalrecord

Hospital and/or physician
owns nredical record

Hospital and/or physician
owns medical record

Details

MrE:-€sde.,B-.9,3,9,{26:26,35,: Medical recorcls, as defined herein, are and shall remain the

piope[y 
"f 

tti;licensed physician(s), in or whose clinic or faciliry said records are n]aintained.

Mo.CodeRegs.Ann.tit.19.s30-22.094: Medicalrecordsareconsidefedthepropertyofthe
hospita |.

N,H. Rev, Stat. Ann.5 151:2'tt: Medjcal infornration contained In fhe medrcal records dt any

facilitv licensed under this chapter shall be deemed to be the property of the patient.

N.M. Code R. S 15.10.17.10*: Physicians must retain the medical records they own

ruA N-.!.Adn-uf.-eqde 1.3-8.39-0-3; lMedical records are the property of the hospital

HosPitd' d1d/or Pl"Ys:cidr5out"l Larorlna owns ntedical reco'd

Or. Admin. R.333-505-0050: All medical records are the property of the hospital

zgja.gqle5103.21, 103.22,'103.23.103-24: l\,4edical recordsarethe propertyof the hospital

28 Pa. Code 5 115.28: Hospital medical records are the property of the hospital'

R.I. Gen. Laws Ann. s 5-37.22: Unless otherwise expressly stated in writing by a medical

practice group jll redical records are the property of the practice group with which a

physician wai associated when he or she created the medical records

1+090-007 R.I. Code R. 5 27.12: l\4edical records are considered the property of the hospital.

s.c. code Ann. 5 44-115-20: A physician is the owner of medical records that were nlade In

tre.l*g. p.tl""t th.t-* 
"-1 

his oi her possession, as well as the owner of records transferred

to him or her concerning prior treatment of the patlent.

s.c. code Ann. Regs.51-16, S 11O4 and 5 1213: Retorcls oF pafrents art the pr operty ff rh.-

fxitity anO must not be taken from the hospital property except by court orcier'

No larry identlfied tonferrirlg
SoLrtir Ddkota specific ownershrl) or frri)ircff'y'

righl t0 nredii:nl recofil

Hospitat and./of physician Tenn. Code Ann. S 68-11-304: Hospiral records are and shall remain lhe prlrperfy' uf thr
I ennessee ovlris medicai recorci hospitals, subject to a court order to produce the records.

22rex.Admin.code5155.1*:l\4edical recordsntaybeo$/nedbyaphysicransenrpi.r'y'er,
l'.lclrdi,]g ,'tct,,du group praclices, professional associalions, and nor.l'pr'rfit health

o rga niza lro n s

Ute,[Adl!1j&,C9-d-e,.-& 431-1Q,0,:33: Original nrerlical records are ihe propcfly of lhe hosprtal

Texas

uta n

velnlo flt

Hcspital and/or pirYSrcrdr'l

osins nredical rec0rtl

Hospital a|rd./or physician
olvns filedical retotd
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State
Medical Record Ownership
Laws

No law identified conferring
specific ownership or property
right to medical record

Hospital and/or pl.rysician
ourns medical record

No law identified conferring
specific ownership or property
right to nredical record

No law identified conferring
specific ownership or property
ri8,ht to medical record

No laur identified conf€rring
specific ownership or prop€rty
right to medical record

Hospital and/or physician
ourns medical record

Deta ils

Virgin ia

Va.CodeAnn.532.1-127.1:03:Healthrecordsarethepropertyoflhehealthcareenlty
rnaintaining them.

Va, Code Ann.5 54.1-2403.3: Medical records maintained by any health care provider as

defined in \32.1-127.1:03 are the property ofthe health care provider or the provider's

ern p loVer.

Washrngton

West Virginia

Wisc{)nsin

Wyonr I ng

Wyq. CAde 8.5 0-2''4j0,52:qq3': The paper, nrictofilm, or data storage unit upon which lhe
patienr's information is maintained belongs to the physician and/or health care fac'lity in which
he/she practices. Patients do not have a right to possess the physical means by v/hich tl.re

infofnration is stored. Upon a patienl's signed, \4rritten request, physicians shall nlake pertinent
information in the medical record available to the patient.

http://www.healthinfolaw.org/comparative-analysis/who-owns-medical-records-50-state-. .. llll6l20l5
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Search.' Home (http://FiatthiGe6uiity.com4 Nevls (http:/health itsecurity.comrnews)

White Papers & Webcasts {http://healthitsecurity.com/resourcer/topic/it_
security)

Definitions (http J/healthibecu rity.corvgt03aary)

HIPAA and Compliance (hft p://healthitsecurity.com/news/topic/hipaa)

EHR Security (httpr/healthit3ec!rity.com/news/topic/ehr-socurity)

HIE Security (http:/healthitsecurity.com/news/topic/hie.security)

Mobile Security (http://healthitsecurity.com/news/topic/mobile_security)

Data Breaches (http://healthitsecurity.com/newsltopic/data.breaches)

Cloud Security (httpr/h€althitsecurity.com/news/topic/ctoud_s6curity)

Patient Privacy {http://healthitsecurity.com/news/topic/privacy}

Are questions about health data ownership missing
the point?

By Kyle Murphy, PhD (http://heatrhitsecurity.com/news/author/kyte.murphy_phd) on Aprit 03, 2013

Ltk.' jl Twet 0 G+r

"\Mro owns patient health rnformalion?,, is a question Increastngty asked of
healthcare organizations and providers as well as health lr professionals as
providers increasingry adopt EHR systems and participate in hearth anformation
exchange (HlE) direcfly with other providers or indirecfly via a health information
network (HlN) or regional heallh information organization (RHlo), But to answer a
question with a question, is that a varid question? And is the right question to ask
when health lr leaders such as the Nationar coordinaror roudry reiterate, .The
patient owns the data"?
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reminders-for-strong-hie-

securitY)

PHI Data Breach Report Shows

lncrease in Data Breach Rate

(http ://healthitsecurity.com/news/pl

d ata-breach-report-shows-

increase-in-data-b reach-rate)

Dr. Sreedhar Potarazu is the latest to touch on

the nuances of health data ownership in light of
the adoption of EHR and health lT by providers.

ln his latest contribution to FoxNews.com

( http:/A,r,ww.f oxnews. com/hea lth/20 1 3/04/03/who-owns-you r-health-data-may-
be-surprised/), Potarazu maintains that the movement toward electronic records
requires that consumers (i.e., patients and their representatives) understand fully
what rights they possess with regard to their own health data given the sensitive
nature of this information.

"Under federal and state laws, patients have legal privacy security and accuracy
rights relaled to their health information," writes Potarazu. "But once the Information
is entered into the system, your doclor becomes the legal custodian of your record
and is given specific legal rights and duties relating to the possession and protection

of this record."

While patients have certain rights over their health data, these rights do not include
the ability to correct information within their medical record directly, as Potarazu
goes on to explain. "Consumers do have privacy rights protecting their records, as
well as accuracy rights, and if they notice any errors, they could suggest corrections
or edrts," he continues, 'but they will not be able to do so on their own.'

As Potarazu's comments reveal, health data secunty and privacy actually have little
bearing on ownership status of protected health information (PHl) and much more to
do with the responsibility healthcare organizations, providers, and patients have
when interacting with these data. This is the point O'Reilly's Fred Trolter stressed
last summer in his attempt at answering the question of "who owns patient data?"

"Ownership is a poor starting point for health data because the concept itself doesn't
map well to the people and organizalions that have relationships with that data,"
wrote Trotter on Sfrafa, who provided a handy-dandy chart of privileges
(http://strata.oreitly.coml20l2lOS/patient-data-ownership-access.html) for those
interacting with patient data. Instead, the matter in question centers of rights:

The real lssue is: 'What rights do patients have regarding healthcare data
that refers to them?" Ihls is a deep question because patient ights to
data vary depending on how the data was acquired. For instance, a

standalone personal health record (PHR) is primarily govemed by the

end-user license agreement (EULA) between the patient and the PHR
provider (which usually giyes lhe patienl wildly varying ights), while ight
to a doctot's EHR data is dictated bv both HIPAA and Meaninoful Use
standards.

While it may be tempting to ask about health data ownership, it does little to inform

busrness decisions among healthcare and heallh lT professionals charged under
HIPAA and state laws to saieguard PHI against unauthorized access.

Tagged Protected Health lnformation (http://healthitsecurity.@m/newVtag/Protected-H€alth-

Information), HIPM (http://healthitseilrity.mm/news/tag/HIPAA), Health Data Security
(http://healthitsecurity.com/news/tag/Health-Data-Security), Health Data Privacy
(http://healthitsecurity. 6m/news/tag/Health-Data-Prjvacy)
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fuIcDermott
Will&Ernnry
HIPAA De-Identification Guidance

December 11,2012
Office of Civil Rights has released additional guidance addressing the de-identificatron of protected health information in accordance
with the HIPAA Privacy Rule. Covered entities should review their current de-identification methods and make any necessarv
changes to comply with the new guidance.

On November 26,2012, the Office for Civil Rights (OCR) released guidance regarding methods for de-identification of protected
health information (PHl) in accordance with the Health Insurance Portability and Accountability Act of '1996 (HIPAA) Privacv Rule
(Privacy Rule).

The guidance largely restates prior interpretive guidance to and health care industry understandings of the Privacy Rule's de-
identification standard, Since the guidance follows a lengthy process of public meetings and other opportunities for input from
stakeholders, it appears that OCR has determined that the current de-identification standard strikes an appropriate balance
between individuals' interest in the privacy of their personal information and the interests of the research community and other data
users. For more information about OCR's proposed modifications to the Privacy Rule, see McDermott's White Paper" OCR lssr_res

Proposed fv{odifications to HIPAA Privacy and Security Ruies to lrnplernent HITICH Act."

Background

The Privacy Rule applies to PHl, which is individually identifiable health information (subject to certain limited exceptions).
Individually identifiable health information is defined as follows:

Information created or received by a health care provider, health plan, employer or health care clearinghouse

Information that reiates to the past, present or future physical or mental health or condition of an individual; the provision of
health care to an individual; or the past, present or future payment for the provision of health care to an indivrdual

Information that identifies the individual, or with respect to which there is a reasonable basis on the part of the disclosing entity
for believing that the information may be used to identify the individual

The HIPAA Privacy Rule provides a pathway for covered entities and other health data users to create and then use and disclose
de-identified health information outside the disclosure restrictions on PHl. De-identified information is health information that does
not identify an individual, and with respect to which there is no reasonable basis to believe that the information can be used to
identify an individual.

The Privacy Rule establishes two methods for a covered entity to de-identify information; (1)obtaining a professional statistical
analysis and opinion regarding de-identification; or (2) removing 18 specific identifiers.

Removal of 18 Specific ldentifiers Method

Information is deemed to be de-identified if all of the following identifiers of the individual or of relatives, employers or household
members of the individual are removed, and the covered entity does not have actual knowledge that the information could be used
alone or in combination with other information to identifu an individual who is a subiect of the information:

. Names

'All geographicsubdivisionssmallerthanastate,includingstreetaddress,city,county,precinct,ZlPcodeandtheirequivalent
geocodes, except for the initial three digits of aZlP code if, according to the current publicly available data from the Bureau of the
Census, (1) the geographic unit formed by combining all ZIP codes with the same three initial digtts contains more than 20,000
people, and (2) the initlal three digits of aZlP code for all such geographic units containing 20,000 or fewer people are chanqed
to 000
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All elements of dates (except year) for dates directly related to an individual, includtng birth date, admisston date, discharge date

and date of death; and all ages over 89 and all elernenis of dates (including year) indicative of such age, except that such ages

and elements may be aggregated into a single category of "age 90 or older"

Teleohone numbers

Fax numbers

E-mail addresses

Social Security numbers

Medical record numbers

Health plan beneficiary numbers

Account numbers

Certificateilrcense numbers

Vehicle identifiers and serial numbers, including license plate numbers

Device identifiers and serial numbers

Web Universal Resource Locators (URLs)

Internet Protocol (lP) addresses

Biometric identifiers, including finger and voice prints

Full-face photographic images and any comparable images

Any other unique identifying number, characteristlc or code

P rofe ssi o n al Statlsfical An al vsi s

Information will be deemed to be de-identified for HIPAA compliance purposes if a person with appropriate knowledge of and

experience with generally accepted statistical and scientific principles and methods for rendering information not individually

identifiable takes the followtnq actions:

' Applies such principles and methods, and determines that the risk is very small that the information could be used, alone or in

combinatron with other reasonably available information, by an anticipated recipient to identify an individual who is a subject of

the information

. Documents the methods and results of the analysis that justify such determination

Covered entities, business associates and other data users often choose the Professional Statistical Analysis approach (and incur

the professional's fees) rnstead of relying upon the Removal of 18 Specific ldentifiers approach, because the professional may issue

an opinion that allows certain of the 18 identifiers to be included in the de-identified data set.

General Guidance

The guidance reaffirms the long-held understanding that a covered entity may engage a business associate to de-identify PHI on

the covered entity's behalf*for example, if the covered entity does not have the experience or resources to perform the data

scrubbing. The guidance stresses, however, that the business associate agreement must expressly authorize the business

associate to perform this activity. Thus, in Iight of this guidance, business associate agreements that refer generally to health care

operations may not be sufficient to direct the business associate to perform de-identification services.

Additional Guidance with Respect to the Removal of 18 Specific ldentifiers Method

The guidance provides additional details with respect to the Removal of 18 Specific ldentifiers Method. Below are summarized

some of the relevant provtsions.

May pafts or derivatives of any of the listed identifiers be disclose d consistent with the Removal of 1 8 Specific ldentifiers Method?

. No. For example, a data set that contained patient initials or the last four digits of a Social Security number would not meet the
requirement of the Removal of 1B Specific ldentifiers Method for de-identification.
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Elements of dates that are not permitted for disclosure include the day, month and any other informatron that is more specific
than the year of an event. For instance, the date January 1. 2009, could not be reported at this level of detail. However, it coula
be reoorted in a de-identified data set as 2009.

Many records contain dates of service or other events that imply age. Ages that are explicitly stated or implied as over g9 years
oldmustberecodedas90orabove, Forexample,ifthepatient'syearofbirthislgl0andtheyearofhealthcareserviceis
reportedas20l0,theninthede-identifieddatasettheyearofbirthshouldbereportedas"onorbeforelg20." Otheruvise.a
recipient of the data set would learn that the age of the patient is approximately 100.

Can dates associafed with test measures for a patient be reported in accordance with Safe Harbor?

. No, except as provided above.

l\/hat constitules "a/]y other unique identifying number. characteristic or code" with respect to the Removal of 18 Specific ldentifiers
Method of the Privacy Rule?

' This category corresponds to any unique features that are not explicitly enumerated in the Safe Harbor list (A-a) but could be
used to identify a particular individual. Examples include indentifying numbers, codes or characteristics.

What is "actttal knowledge" that the remaining information cauld be used either alone or in combination with other informatian to
identify an individual who is a subject of the infonnation?

' The guidance provides that "actual knowledge" means clear and direct knowledge that the remaining information could be useo,
eitheraloneorincombinationwithotherinformation,toidentifyanindividual whoisasubjectoftheinformation. Thismeanstha{
a covered entity has actual knowledge if it concludes that the remaining information could be used to identify the individual. The
covered entity, in other words, is aware that the information is not actuallv de-identified information

Must a covered entity suppress all personal names, such as physician names, from health information for it to be desiqnated as de-
identified?

'No. Onlynamesoftheindividualsassociatedwiththecorrespondinghealthinformation(r.e.,thesubjectsoftherecords) andof
their relatives, employers and household members must be suppressed.

Must a covered entity remove protected health information from free text fields to satisfy the Removal of 18 Specific ldentifiers
Method?

' The guidance notes the risk associated with contextual identifiers in free text and other unstructured data fields (such as
physicianprogressnotesofamedical record). Whenrelyingontheremoval ofthel8identifierstoachievede-identification,
covered entities should take special care to ensure that unstructured data fields do not contain stray identifiers (for example, a
hand-written name on an x-ray scan) or information that could be used to re-identify the patient (such as notewo(hy professional
or athletic roles or accomplishments).

Must a covered entity use a data-use agreement when sharing de-ldentified data to satisfy the Removal of 18 Specific Identifiers
Method?

' No. As stated above, the Privacy Rule does not limit how a covered entity may disclose de-identified health information.
However, the guidance notes that a covered entity may require the recipient of de-identified information to enter into a data-use

'Aradman+ a nnt';ara{ entity should enter into such a use agreement to address intellectual property ownership issues (such as
who owns the de-identified data set) and any business concerns regarding the purposes for which the data set may be utilized.

It is also noteworthy that the guidance does not address the emerging question of whether genetic information is an example of a
"unique code" under the 18th identifier.

Additional Guidance with Respect to the Professional StatisticalAnalysis Approach
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Theguidanceprovidesadditional detailswithrespecttotheProfessional Statistical Analysisapproach Mostofthisguidanceis

directed towards the "expert" chosen by the covered entity. Below are summarized some of the relevant provisions.

Who is an "expeft?"

. The guidance provides that there is no specific professional degree or certification program for designating who is an expert at

rendering health information de-identified. Suggested experts include individuals with statistical. mathematical or other scientific

backgrounds. From an enforcement perspective, OCR would review the relevant professional experience and academic or other

training of the expert used by the covered entity, as well as actual experience of ihe expert using health information de-

identifi cation methodoloqies.

What is an acceptable level of identification risk for an expeft determination?

. The guidance states that there is no explicit numerical level of identilication risk that is deemed to universally meet the "very

small" level indicated by the method. The analysis is more of a facts and circumstances analysis based on the ability of a

recipientofinformationtoidentifyanindividual (i.e.,subjectoftheinformation) Thisisnotableasitpreservesadegreeof
latitude for statistical experts engaged to de-identify information to place "very small risk" into context informed by any number of

relevant factors, including the specific intended recipienl. lt also demonstrates that OCR recognizes that a "very small" risk of re-

identification is not the same as no risk, and that covered entities are not out of compliance if re-ldentification occurs despite the

statistical experl's expectation that it would not.

How long is an experl determination valid for a given data set?

There is no per se expiration date. The guidance does, however, state that experts recognize that technology, social conditions

and the availability of information changes over time. For example, the U.S. Department of Commerce's release of U.S, census

data may affect the ongoing validity of a statistical opinion. Thus, experts should assess the expected change of computational

capability, as well as access to various data sources, and then determine an appropriate timeframe within which the health

informatron will be considered reasonably protected from identification of an individual. Covered entities and others requesting

statistical opinions should expect the expert to request that the statistical opinion only be valid for a certain length of time and

factor in the cost of renewals of the opinion when deciding whether to pursue the Professional Statistical Analysis over the

Removal of 18 Specific ldentifiers Method.

Information that had previously been de-identified may still be adequately de-identified when the certificatlon limit has been

reached. When the certification timeframe reaches its conclusion, it does not imply that the data that has already been

disseminated is no longer sufficiently protected in accordance with the de-identification standard. Covered entities will be obliged

to have an expert examine whether future releases of the data to the same recipient (e.9., monthly reporting) should be subject

to additional or different de-identification processes consistent with current conditions to reach the very low risk requirement.

How do experfs assess the risk of identificatiort of informatiott?

. The guidance provides that there is no single universal solution that addresses all privacy and identifiability issues. The

guidance suggests that a combination of technical and policy procedures be applied to the de-identification task. A sample

workflow for expert determination is depicted in the guidance rn the form of a flowchart. In addition, a sample chart is provided to

demonstrate the principles used by expefts in the determination of the identifiability of health information.

' The guidance recognizes that the Professional Statistical Analysis rs an iterative process that takes into account a number of

factors. For example, one might expect that specifrc details regarding the covered entity, the covered entity's data co-mingling

systems,thedatarecipient,thedataitselfandmanyotherfactorswouldinformthejudgment. Thisunderscoresthatitisnotjust

the specific data fields that are included that inform whether information is de-identified, but also the entire data-sharing

arrangement. lt also suggests that a covered entity might require multiple statistical opinions to govern different data-sharing

afrangements and that a data set deemed de-identified in one context might remain identifiable in another, even within the same

covered entity. Covered entities should considerwhetherthe expertshould documentthe range of circumstances underwhich

the opinion is valid.

What are the approaches bv which an expeft assesses the risk that health information can be identified?
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There is no bright line rule. The de-identification standard does not mandate a particular method for assessing risk, but it does
provide a survey of potential approaches.

Must a covered entity use a dafa-use agreement when sharing de-identified data to satisfy the Expert Determination Method?

No. The Privacy Rule does not require a covered entity to enter into a data-use agreement in order to share a de-identified data
set. However, as noted above, it is recommended that a covered entity should enter into a data-use agreement to address
intellectual property ownershtp issues (such as who owns the de-identified data set) and business concerns regarding the purposes
for which the data set mav be utilized.

Next Steps

Covered entities (and business associates with the right to de-identify PHI that they receive from their customers) should review
their current de-identification methods in light of the guidance and make any necessary changes to comply with the new guidance.
As part of the review, data users should consider whether a previously issued opinion needs to be refreshed in light of new publicly
available data sources, such as census data. lf you have any questions, contact your regular McDermott Will & Emery lawyer or
one of the contacts listed to the riqht for assistance.

Authors
Jennifer S. Geetter

Amy M. Gordon

Daniel F. Gottlieb

Amy Hooper Kearbey

Practice Areas &
Industries:
Employee Benefils

Health

HIPAA Privacy and Security
Solutions

Subscribe
Subscribe to Newsletters and
News Alerts

Follow @McDermottLaw

Q 2415 McDer$otl Will & Emery Follow Us

http ://www.mwe. com/HlPAA-De-Identifi cation-Guidan ce- 12- 1 1 -2012 I 1t/r6t2015


